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BT-BSD Series

BYTESCREEN

| CONNECT - DETECT - PROTECT |

BT-WAN
SD-WIDE AREA NETWORK

Bytescreen's SD-WAN Solution reimagines network connectivity for en-
terprises seeking efficiency, agility, and dependability in the new digital
context. It provides a comprehensive platform that uses cutting-edge
technology to intelligently manage traffic, prioritize key applications,
and ensure smooth operations across distributed networks.

The BT-BSD Series includes SD-WAN solutions that simplify and
streamline connectivity and management by integrating Software
Define Technology, ensuring flexibility, enhanced performance, and cost
efficiency, and are meant to redefine the way enterprises manage net-
work connectivity. It incorporates cutting-edge PMTA technology, en-
suring seamless connectivity, superior security, and reliable failover
methods. Our solutions are excellent for enterprises that want to im-
prove network resilience and scalability while lowering operational ex-
penses.

Bytescreen SD-WAN adapts to many use cases, from small businesses
to huge organizations, and offers unrivaled performance.

Bytescreen SD-WAN (Software-Defined Wide Area Network) Solutions revolutionize how businesses
connect and collaborate by providing a smart, scalable, and secure networking experience. Designed to
meet the demands of modern enterprises, our SD-WAN solutions ensure seamless connectivity, optimized
performance, and cost-efficiency.
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Bytescreen SD-WAN Network Architecture Network

ON-CLOUD / ON-PREM P2P/MPLS/ILL/Broadband/LTE-4G/5G
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Key Features:
Optimized Connectivity

- PMTA Technology: Packet-based Multi-Tunnel Link Aggregation ensures seamless bandwidth optimization and
failover.

- Multi-WAN Aggregation: Combine broadband, fiber, and LTE for superior performance and reliability.

- Dual SIM 4G/5G Backup: Ensures critical applications remain online during broadband outages.

Advanced Security

- Integrated Firewall: Protects against cyber threats with IDS/IPS and NGFW capabilities.
- Secure VPN: Supports IPsec, SSL, and L2TP VPNs for safe, encrypted remote access.
- Al-Driven Threat Prevention: Proactively detects and mitigates malicious activities.

Simplified Management

- Centralized Orchestrator: Fusion Maestro provides a unified dashboard for monitoring and managing all devices.
- Zero-Touch Provisioning: Simplify device deployment with minimal manual intervention.
- Customizable Policies: Tailor configurations to meet specific organizational requirements.

Business Benefits (Make in Infographical)

- Increased Productivity: Enhanced application performance with WAN optimization.

- Cost Efficiency: Reduced operational expenses with simplified network management.
- Reliable Uptime: Robust failover mechanisms ensure minimal downtime.

- Scalable Infrastructure: Adaptable to the changing needs of your growing business.
- Enhanced User Experience: Fast, reliable, and secure connectivity for end-users.
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EDGE Device

BT-WAN BSD- Series is a versatile small form factor device with an 880 MHz processor suitable for tunnels upto 30
Mbps and supporting all BSD-Series and most features from Fusion Maestro. It is a powerhouse for small branches
supporting IDS/ IPS features.
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ACT2 25% 25%

BT-BSD Series EDGE DEVICE

Hardware Specification

Device Specs BSD - D5/ D5W BSD - S5/ S5W

' RAM | 256MB,DDR2 256 MB, DDR2 256 MB, DDR2

5 x RJ45 ports, 5 x RJ45 ports, 5 x RJ45 ports,
10/100/1000 Mbps 10/100/1000 Mbps 10/100/1000 Mbps
Fixed LAN I I R B E—
suESMSos |2 |1 [m |

Status LED 12 VDC, Reverse polarity 12 VDC, Reverse polarity 12 VDC, Reverse polarity
protection protection protection
| PowerConsumption | <15WMax | <I5WMax | <I5WMax |

Dimensions (WxHxD) mm | 112x114x58mm | 112x114x58mm | N2x114x58mm
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BT-BSD Series GATEWAY DEVICE
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Flexi Port

The Gateway series is our latest robust high-end workhorse which supports tunnels of up to 450 Mbps and
high-end Snort 3-based IDS / IPS features. This device comes with 4 x 1G ports and 10G x 2 SFP ports with optional
5G and WiFI 6 ensuring a future-ready device with industrial-grade hardware.

BT-BSD Series GATEWAY DEVICE

Hardware Specification
MODEL BSD-D4S2 / D4S2-5G / D4S2W BSD - S5/ S5W

SDRAM 4 GB DDR4 4 GB RAM

On board Network : )I:c;r(tu: g/F] F?0/1000Mbps Ethernet 4xRJ45 ports, 10/100/1000 Mbps (Total)

| Antennas | 8 Cellular, 4 Wii o

Power status Led and RJ45 Led 1 x Power, 1 x HDD
Operating Temperature | -10 C to 65 Cprotection -10Cto6SC |
Dimensions (WiDsH) | 440mmx110mmx4Smm | 0CtoeSC |
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Fusion Connect Series provides high performance and broad compati-
bility, ideal for enterprise environments with extensive software needs to
fit perfectly in your business architecture. x86 is our highest range
supporting robust implementations for the largest of clients and also
acts as an appliance used for Controllers in Data centers.

BT-BSD FusionConnect (VPN Concentrator)
Hardware Specification

Device Model BSD-B6i5 BSD-B8S2i7 BSD-B8S2XX
CPU Intel Multi-Core Processor Intel Multi-Core Processor Intel Multi-Core Processor
RAM 8 GB RAM 8 GB RAM 16 GB RAM
SSD 64 GB SSD 64 GB SSD 64 GB SSD
Ethernet 6 x RJ45 ports, 10/100/1000 | 8 x RJ45 ports, 10/100/1000 | 8 x RJ45 ports, 10/100/1000
Mbps (Total) Mbps, 2x 10G SFP+ (Total) Mbps, 2x 10G SFP+ (Total)
Rear I/0 1x Mini PCI -E, 2x USB 2.0 1x Mini PCI -E, 2x USB 2.0 1x Mini PCI -E, 2x USB 2.0
4G LTE SIM Slots 1 1 1
4G SIM Antenna 2 2 2
WiFi NA NA NA
WiFi Antenna NA NA NA
Status LED 1 x Power, 1 x HDD 1 x Power, 1 x HDD 1 x Power, 1 x HDD
Power 12V - 19V DC 240V AC 12V - 19V DC
Operating Temperature| -10Cto65C -10Cto65C -10Cto65C
Operating Humidity 10 % to 90 % non-condensing | 10 % to 90 % non-condensing | 10 % to 90 % non-condensing
Overlay Throughput 700 Mbps 800 Mbps 1000 Mbps
BT-WAN Solutions Features:
e Hardened and Crushproof OS e Dynamic Time-based Key Rotation

* PMTA (Packet-based Multi Tunnel Aggregation)  (Lifetime)

* PMTA Based WAN Link Aggregation & Failover e Block URL Based on web patterns

e WAN and LAN Virtual Segmentation e Keyword, file extension block

¢ Multi WAN Support Including LTE Network & e Time Based Policy Scheduled
WAN & LAN Segmentation ¢ 3rd Party REST Support

e Al-Based WAN Selection & Optimization e NAS (Network Access Server)

o Flexi LAN & WAN Port Vulnerability Assessment Dashboard

[ ]
e Zero Trust Protection e VPN IPSec/SSL
* Application Filter e Deep Packet Inspection
o IDAM_ e DoS, DDoS Protection
e SPI Firewall _ e Advance IPS/IDS Signature Based
® Zero hour virus Protection e Gateway Anti-Virus
® Geo IP Filter e Domain & Content Filter

iyn F|0|0dDAttaCK prevention e Wi-Fi Controller to support Multi-brand
° Anomaly Detection Access Points

* Multl—Segmentayqn lPS_ Policy Advance GUI-Based Diagnostics Tool

* Role Based Administration LAN Security Audit and analysis

e Quality of Service Advance Logs & Reports

* Local DHCP & DNS Support Security Intelligence IP, URL, Domain.

* ACL-Based DHCP Server _ Centralize Network & Service Management
e AES128/256 Bit Per Session Encryption & Network Management System

Compression
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Fusion Maestro ( A Network Management & Service Controller)

Bytescreen's Fusion Maestro is a centralized orchestrator that simplifies network management. It provides
real-time monitoring, analytics, and control for all connected SD-WAN appliances. Key features include:

=]
Ll
B
[ ]
-]
L]
o

Key Features:
Unified Dashboard: Manage all devices from a single interface.

- Advanced Analytics: Gain insights into network performance and traffic patterns.
- Customizable Alerts: Receive notifications for critical events.
- Remote Troubleshooting: Quickly identify and resolve issues without on-site intervention.

All Appliance managed by FUS iODMGGS trO

Management Controller (Cloud & On-Prim)

Ordering Information:

Part-Code Product Description

BT-BSD-S5,S5,D5W 5 x 1 G Ethernet Ports ( 1x WAN - Fixed, 1 x LAN Fixed 3 x Ethernet - Flexi Ports),
2 x 4G/LTE SIM Port, WiFi 802.11AC

BT-BSD-B4, D4S2, DASW 4 x 1 G Ethernet Ports ( 1x WAN - Fixed, 1 x LAN Fixed 2 x Ethernet - Flexi Ports),
2x4G/5G, Wi-Fi 802.11ac,

BT-BSD-B6-FC 6 x 1 G Ethernet Ports ( 1x WAN - Fixed, 1 x LAN Fixed 4 x Ethernet - Flexi Ports),
1 x 4G/LTE SIM Port

BT-BSD-B8-FC 8 x 1 G Ethernet Ports, 2 x 10 G SFP+ Port, 1 X 4G/LTE SIM Port

Key Features Stateful firewall, SD-WAN, Domain/URL Filter, IPSec VPN, CIPS, Vulnerability
Assessment

BT-BSD-FC-VR

BSD-FusionMaestro-Cloud FusionMaestro Cloud-Based Network Management

BSD-FusionMaestro-On-Prem | FusionMaestro On-Prem Based Network Management

Need Help? Get BYTESCREEN Expert Support

Bytescreen offers direct OEM assistance through experienced professionals for product configuration and
support. TAC advises customers on security best practices to enhance network reliability and prevent
hacking attempts.

For Technical Assist: support@bytescreentech.com
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