BYTESCREEN

| CONNECT - DETECT - PROTECT |

Country / GEO Filter Configuration

1. Login in the https://fusionm.bytescreentech.com (Management
Controller)

2. Click Security (in right side menu bar)
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Go to Network => VPN

1P Add WAN Opt VPN onfig idge Interf necti wended Wi M
VPN
Site-to-site Remote Access VPN
PPTP VPN
GRE Tunnel
-

After Select Remote VPN Access and ENABLE. When you go to enable

the remote access VPN asking “are you sure want to update” click on
the OK button.

Are you sure you want s UPDATE

1. Navigate to Remote Access VPN Server Settings: Open the VPN

] )
configuration panel. Click on Add Remote VPN Server.
NETWORK
IP Address WAN Optimization PPPoE VLAN VPN DHCF Canfiguration Bridge Interface  Connection Details ~ SLW Extended WAN-LAN NMS.
VPN
Site-to-Site
Remote Access VPN
PPTP VPN )
GRE Tunnel
Remote VPN Access Remote VPN Server
A—
Remote VPN User
]
[ SERVER PORT VPN SUBNET OPERATIONS l
E

Enter Server Port: Verify that the port value entered is within the valid
range (10000 — 65533). Examples of valid ports: 14433, 18443, etc.
Ensure that an invalid port (outside this range) is not accepted.

Copyright © BYTESCREEN TECH Pvt. Ltd. All Rights Reserved

Contact us: sales@bytescreentech.com, Visit: www.bytescreentech.com



Configure VPN Subnet: Add a VPN Subnet corresponding to the network
that remote users will communicate with. Ensure the subnet is properly
assigned and does not overlap with existing network configurations.

Save and Update Changes: Click Save and Update to apply the
configuration. Verify that the system successfully registers the new
VPN server.

Add Remole Access VPN Server

Sarvar Part VPN Subnat *

18443 AURLRLT T |

Immn‘r VPN SUBNET OPERATIONS ‘
10443 | te010027 ' [#)[a]

After adding the configuration update the setting to apply.

Site-1o-Site
Romots Accoss VPN

FRTP VPN

GRE Tunnel
Romote VPN ACcess. Remote VPN Server
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|I.HIM SERVER NAME / IPADDRESS  ALLOWED NETWORK  DOWNLOAD CONFIG  OPERATIO

COMFIGURATION NOT DONE.
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To configure the port forwarding go to Security => Country Filter

SSSSSSS

llllllllll

The default country filter is disabled.
Click on the Enable button to enable the country filter

There are two options to block the country first List view and second
Map view

Couniry Filter

For MAP VIEW: click country that traffic needs to block. After selecting
he countries click on ADD Countries
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For List View:

When you select the List View, it displays all available countries within
the Map View, allowing you to choose countries for blocking.

You can add new countries by selecting from a list or searching by
country code or country name.

To select or deselect a country, simply click the checkbox on the left
side.

To apply the changes, click on Add Countries.

Blocked Cousiry Hame

by

After the countries blocking / Filter needs to allow some Domain / IP /
Pool of block country.

e

COUNTRY MAME DoDbAAR [ 1P POOL
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Select the country

Domain/IP Exception Details 1o ADD

Select Country

Select Country

Q, [Bearch

United Arab Ermirates

Eosnia and Herzegovina
Bangladesh

Belgium

Add the domain or IP and click to add

Domain/IF Exception Details o ADD

Select Country

China

Enter Domain / 1P 1o filter ~
102 11.91. 12424
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